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(Network System Control Room Policy)
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ns1dURTElIUTNIT (Account) YedATEIABNNIMBSTHALTEULLATEUTY LIULAAEEatlad
HALFEMEUANIINNINTEYINVRILDY
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wuaUiansldaulusunsuuszinngiian (Use of System Utilities)
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nsldau sumsestesiulilvgldnuaunsafwieldanulusunsug iaala

wuaUfuRnvaaLIanldausuUa1TauImea (Session Time-out)
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6.2.
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il 7 ulsuiemsmuaunisiiidslusunssegndvowewnaiadulayansauine
(Application Information Access Control)

1. Jeguszasd

Wefuuainsnismunuyaeadilildeygyndiiessuuansaumavessdns wazdosiu
MsyngnEusTUUIATedIsangyninanlusunsuyad dsliflsUszasAfiazaisamide e un
foyaviomsinuvesszuumaluladansaumanaymsdoanslingavs inuagsilvannsansiaaey
Annuiigausnyanaiiildnuszuumaluladasaumauaznsioasvesesdns lfegnagndes
2. {Suilavau

2.1. dlinpeuiines

2.2. fauaszuuildsuneuvang

2.3, WwthiiuszdlassnnsvesesAns

3. wwuansdndanisidnfeansaumnea (Information Access Control)
3.1. QUATEUU (System Administrator) fasfmuanisamelleuyaanslvivedssdns ais
ualriiituneulfoferadumeniaieldiiansdne lunmsldaumuausidusui
funoulfoR dmsunisenidnaninislénu Wy nsaeen niensudsuiuntsny
meluniieau [Wusu
3.2. §uaszuy (System Administrator) #iesimunansnisldauszuumaluladansaume 7
d1fey Wy syuupsufiawesiusunsuuszans (Application) aavunediannsedind (E-mail)
JrUUBWMeSIN (Intemet)  szuuwAIateliany (Wireless LAN) Judu lnedadlians
nzgmsufoRnvluniiuassdosldumnuiureuangdedutyuiduatednualsnys
suifemumuavainaiegsaiiaue
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(Limitation of Connection Time) AldlumsuftRsuszuvansaumeainag Weogldanulaidl
nsidnuszuuasauna \und 10 UM seuvaveAnisidany gldanunesiinis Login i1
spUUATAUNABNATS
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ypannsdaseluil
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WuANEwLs vieenidnnsldau
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9@k (Password)

3.4.3.Amualvigldusnmsneududunislasusiadiu (Password)
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3.4.5 fmusdedldviesiadldnudodidi

3.4.6 lunsdifianusndudedliansfumstugldnuiiiansasgn dldnutuasdoddiuami
Wiugaukaze AN URUTYY Tnedinsinuasseznainisldanuuagssiunisly
nuiuiidleriuszognandinavieiuanumis uasinisirundvsfailaiuin
wihdalenesgaulaladne wavdesivualvsiadldnumainsiagldauniuing
3.5, Wefumssnnmnuvaensdsvesdeyadidnnseing ssAnslifvuatesmanisdnfeszuy
walulafasaumedidrdnyiiosdnsiauilusuiuuyes Web base Application Ingidndisle
ruszuuieferionely feanmnsaldemildemzdinnuiiugadenlouaietiesingn
3.6. fjauaszuU (System Administrator) faaumsdnnisnisidndstoyanuussnnsuaiudy
TumsmugumaihdsdeyausazUssianduauduienisdifdaensauaznind feiiu
spuunu TdadimehanedoyausasUssinnduaudy dwielui
3.6.1 fasmuaumadrfadeyaurasussandunnuduiinndndsaensuasnindides
FEUUNUY
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swweslitoyalusartumiudurestoya

3.6.3 Amuaszaznanmslinuuazsziumslidauriuiislerusseznadnan

3.6.4.0155U-dadayad Ay usruuAToUBas1TNE AIsLasunsidnsia (Encryption) i
unmsgiuanna 1w SSL VPN we XML Encryption slusiu

3.6.5.fvuansIUAsusHaH (Password) muszazaniimmunvesziunmd Aawes
Toya
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fufiveamhsnu Wy dualesroufinneslunmaten Fesdses unzavdoyaiifuey
Tudetufiniou Wudy

4. wurUfdAnisindnszezinainisfendeszuuinaluladansauna (Limitation  of

Connection Time)
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4.3, dosdmualiszuumelulafasaumaifosinisdindisszezinainsldou fnssey was
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5. wwluamsInnisiussuuaalananissuniu

5.1.

5.2.
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6. wuaUUANUIIMABUBNd1INU (Teleworking)
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6.2.
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6.4.
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6.6.

6.7.

6.8.
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dwit 8 ulsuienmsldnurdosaeufinmesduyana
(Use of Personal Computer Policy)
1. dnguszesa
formunumsgunislinueiesnesianesauyanaildgninvhiudieraelnglilas
nsdmihikazanasuiaveulumslinuedssesimesduyanauazilimmhamnudilauas
UftRmuegauasinin etlestuninensuasteyaiiavesesdng Iiilaudu anugndes uawdl
Anunseulduegiaue
2. {3utinvau
2.1. dlnmouiiimes
2.2. fldau
2.3, \mihilveanhsnuisuRnveu
3. wufuAaly
3.1 in3esnaufiuneiiosdnsougnlifldlinudunindauvososdng faduglidenasldo
irSesmenfiamesossdiuszansnmiionuesesdng
3.2. Waknsuillégnindasuuiniesaoufinneivesosdng feadulsunsuilesdnsladoduans
wegegniesnungvang feu Huglédnaonlusunsueie uaztinlufndeuundos
noufiumeidus videudly e lUliBuldnulasinngmne
3.3. lalougeligliviinsindauazudludsuuladuunsulueiesneufinnesdiuyana v
BIANT
3.4. masidelAiosnoufinned (Computer name) duyaaa azfoaruunlasidmiii v
padnsIvity
3.5. madeuing videduniosreuimesdiuyananTatenaziesiidunsinedivini ves
uTINe ey
3.6. noun1sldnudetuiinnnneneg asfinsasadeuiiionhialnelusunsudostulfa
3.7. laimsfiutoyadfnueesdnslivuaiesneufme saiuyanadivinuldnuey
3.8. laimsads Short-cut 3etunaseu Desktop Tideuselugdeyaddnuasesdns
3.9. fléfimihiuaziuRnveusionsguainuimnulasadevesueissneuiiunes lnoasufod
il
3.9.1 lmsthewnsnelrdeshueglnduinanesesaeuiinges
3.9.2 limsnsdewsimanlilndwihaeieiosnoufiumesuie Disk Drive
4. wualfiAnisaruannsidfessuulgiang
a.1. flédestmundeflinu(Username) uazsiariu(Password) Tunsidldsuszuudfoans
a.2. fdlsimsouanaligdulidedldam (Username) uazsiasinu (Password) vosau Tunsidn

T9A509RDURNNDTIIUNY



4.3.

4.4.

39

Tusgminananinnansiusazndadnau §l¥ans Logout sanainiaiesreuiiames nieden
wiiaedelusunsy Screen Saver Wislaifinisldaulaefenatszan 10 i
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Haussuuansaumatiu (Session Time-out)

5. wwaualunisldsiasinu

TglduuRmunuimamsldsiasiunu 9o 6(6.7) “msldanusiiadiiu” Tudwn 3 uleue

nsmuANMsifeszuumalulagansaume

6. uwuwfuanmsdasiuanlusunsuyamaslinssean (Malware)

6.1.

6.2.

6.3.

6.4.

6.5.

AliRaeiinns Update seuudfufnig vivusawesuwaglusunsuldausing 1 agsanaLe
fieTndaslund (Vulnerability) AAntuainsensiuafifunisiesfunislaufiarndoanam
FIN9)

fldmihiisuiiaveulumssislusunsutostulada (Antivirus) Wiuirdosnenfiames
iﬂ%msmwaawﬂa%’amﬂ?’iaﬁm6] 191 Floppy Disk, Thumb Drive uag Data Storage
Ju rewthunldnusiutundesneufinnes
fdmsaseaeulndfiuuuinfuanmnedidnnseindvislidiinidlnannaindumeside

selusunsudasiulisa neuldau

'
o o

% v a I A | =2 ¢ 5% = o ° v
Eﬁ?ﬁﬂ?imi?ﬁ]ﬁ@Um@%ﬁﬂ@@JW?Lfﬂ@ii@ﬂusﬁ@ﬂqaﬁlﬂWﬂUigﬁﬂﬂiﬁmﬁquJﬁl "?NlINaV]’]I'W

9
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9 Y

WaguwUas viseufuiRnulinseumdniivuall

7. wwiansdrsesdayauazn1siay

7.1.

7.2.

7.3.

;ﬂ%ﬁm%’uﬁmaﬂumiﬁwiaﬁau“amﬂLﬂ‘%lamamﬁamaﬂ%uﬁaﬁ’uﬁﬂﬁuG] \wu CD, DVD,
External Hard Disk tdugiu

Aéfimihfiuinwdeteyadises (Backup Media) Wluaauifimanzan lideasonns
Hilvavesdeyauaznnasunsifuteyaiidsedlietnasinaue
fdensusziliumnudssideyaiAulivu Hard Disk limsazifuteyaddquigidestu
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a9 9 WlgueNIS I ULATRIADUAADTLUUNANA
(Use of Notebook Computer Policy)

ngUszeeA
\easeAnuliuaasndudniuaunsalinIasnouiinaskuunnnkagn sl lUU U

AMeusnaddns Wiadunstesiudeyauazgunsalvesesinsiiinannulasasie Jldfemssunsu
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wuunnniiuseansnmasan

2.

HYuRnvau

2.1. @inAauiImes

2.2. fldau

2.3, WwihilveamihenuiifuRaveu
AT
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3.1. n3neuiImaswuunnnIfosdnsoyy n i lEldulunindduresesdng datu fl439
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A TITULASDIADUNNADSLUUNANIDE WL UTLANSAINANDI1UYDIDIANT

3.2. WsunsuiilagnAnssasuuiaiesneuiinnesuuunnnivetesinssentulusunsuiosinsle
FodvAnsgnaenunguuneg Ay Muglddnaanlusunsusing wasdilundauunsed

a ¢ = A o v v 9 a

AoumasLuUNm vsaunly et llvEpuldnulaeianguing

3.3. N3A9ToLATIABNNIABS (Computer name) WUUNANIALADIMAUALABLINTRENT VB3
AUNABURILADIYINTUY

3.4. NSLAFDULNY VIDAILATDIABUNAADILUUNANINTIALOUILABIANTUNTIABLINNTNT VB
UWINYIAULVIUY

3.5. gldesAnwuaruifniudionisidnuedasiden ien1sldusgrelasndowasdl
Y52aNsnIn

3.6. lisaulasunludiuysznaunieg vesnauianesuassnean nusneNiilnes IidanIn
LAY

3.7. TunsalNABINISLARDUI8LASTDIADUNAADILUUNNNT ASLANTELUNIEINSTULATDIABURILADS
LUUNANT LAY INUDUATI8TANIINNITNTENUNSLLTIOU LTU NISANINLRLYINIUY K30
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nanue Wuau

3.8. Wesldinsasmauiiamasuvunnmlulunssiduiunsiidesienisgnaariulaglilansla
MnMsiivewmtinviuuuaTes wieeragniuleuls

2.9. NslASaIRauRmasuunnnIdusraziiatuuiuly Tuanimndeniaseudn Arsda

dl' a 1 d' I v d' [ dl’ 1 a, £ = :.';

LASDIABLNIABT DL TUNNSHNLASBIAN ST zuTlanawdaldaulntdnas

3.10. ANLA8INITIAUINS 0v0uTe iy Yaneuinnn neduianiinee LCD Tidusesdntiu wss
71998 LCD 9994A589ABUMILMDSLUUNNNILANLES 8 L9

2.11. liAswesivuuntnaswaz I uRuw
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3.12. maideudoindssuaziiedsadaldnuegliviinisenainguneldudufiu udie
wpdlngmstamtan iy
3.13. liimaiedeutheiniesluneil Hard Disk Adsihau
3.14. imsldudoraadoseufinmesuuunnnilnddsiidureanar aaudu Wy ewns ih
Al wpeshusneg 1ugu
3.15. liimsldnsonundesneufinmesuuunnmegluanmuindendiigumgiigndi 35 osm
\waLTeE
3.16. liimsnuedesreufiumesuvunnmllndgunsaififauuwimanlniusegdlusseyind
i walaadn Insvied Talasean gy s
3.17. limsfndanionnsneufinmesuvunnwluiiinnsduasidiou wu Tusrunnusgdii &
\doudi
3.18. Madaimnuazoraviaenmasinegwuniefign wazasidaluluuuim adisdfusig
Wawuunyuiu mszavvinlinthaeiisestntaule
4. wwfuansdesiuauvasadenisiiunieniw
a.1. fémthisuRveulunstestumsgyme wu msdeaniesaililldldom linueies
fislilufiansnsne videluuinuifieudesdenisanme
a.2. fldlimsfuvdeldnunesianoiuvunnniluaniuiifiinnudou/miuiu/uazengs
wazRaasyislasiunisannseny
0.3, Fudlglévinadsuulaudludiudsenouges (Sub component) fifadsagnielu
sfanunine’
5. wwuansaruann1sidnfeszuuUUaANTg
5.1. glddesimunderlianu(Username) uazsviarnu(Password) Tumsithldnussuud foanng
yoaATBInBNTARDSUUUNATN
5.2. fldmsimunsiariulidaunndogsdosnudiszylilu o 6(6.7) “msldausaniou’
Tudwdt 3 Wlevemsmugumsihiaszuumeluladasaume
5.3 fldmsianisldelusunsuingaonin (Screen Saver) Tngiainanuszanas 10 unit T
msfoavtaaudislifinisldnu ndmnduidedosmslinuglidesddsiiarin
5.4. fldfesinng Logout senanszuvsiudiileidnldaumselsisgfivinasifunaiuiy
6. wuaUfualunisldsiaru
gl Rmuuumansldsasiuna 9o 6(6.7) “nsldausiariu” ludwd 3 ulsue
nsmvANMSIesEUUImAlUlagasauwme
7. wunfiAnistiasiuanTusunsuyadidslifielssasd (Malware)
7.1. JMfaeiin1s Update  szuudufinis Livusrawes uwazlusunsunisldausigs ogn9
aauatiieUataslns (Vulnerability) fiistuangeduriidumsdesiunislauiiannde

ANANKATNE
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7.2. wadlglévinnistaviesnidnssuunsdesiulada idnsseguuiniesneuiomes uuu
WAN

7.3, mnglimuveasduinedesnenfmesuuunnmanynd dslsifisUszasd (Malware) viud
TltidonsiaeseatriussuuieiornaifiodesiunsuninszanevesyamdsiilifieUsvasd
TUSupdesdun 1¢

wuaUfuRn1sdsesdayauaznisiau

8.1. flimsimsdisesdoyanniaiesnenfiumesiuunnm lagisnsuazdosieg ledesiy
NIgauneveteya

8.2. fldmsaziiusnuidedisedoya (Backup Media) 1luaniuiifimanzay lsiidvssionis
Hilvavesdeya

8.3. uwnudedsesdoyasinsg MAvdeyaliazdesinsmaaeumsifuetsasinase

8.4. uwiudedsesdoyaitlillfonudy mahangldliaansathluldnuldsn
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d1uf 10 ulsurgnsidudunasidin

(Internet Security Policy)

1. dnguszena

el ldsunsnungunasiuuanisufiilunisldnudunesidnegislasndauazidunis

Josiuldliaviliansesvlnafinienisnseyiianediuaeuiiames w.e. 2550 1y n15didaya

Toru Ade gadde vsededulafeglussuupeniivmesunyanadudulunissuniunsldszuy

AawiiImesvesuAnadulagUnfigy vinlissuuARuINeIU098ANTYNTEIU YEae TAYINe UsagN

suNUAUlEILNsavinauaNUnN@Le

2. H5u
2.1.
2.2.
2.3.

NaYaU

AunAaUNILMDS

guaszuUlasuNeUmINg

ey

Aldau

3. wwaufuntunisldaudunasiie

3.1.

3.2.

3.3.

3.4.

3.5.

3.6.

3.7.

3.8.

Aauaszuumstnunduansdessessuunenfinmesiionisiildnudumesidn fides
FeusoruszuuShuauasndefiosinsdnassiiminduy wu Proxy Firewall IPS/IDS Ju
#iu aglivhmsdensioszuuasuiiamefiutem1du 19y Dial-Up Modem oniiuusiin
fimananudndunazyiinisvesyyinaingerwtenisdidnaeuiiames Wuatednual
ONYIUA?
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Tunssu-dedoyanouiinmesiumdumesidnasdesdinamaaaula¥a (Virus  Scanning)
Tnelusunsuilasiulafanounisiu-dedeyaynads
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dlddoslimeunsdoyaidunismuselosidiudvisedoyailuivunzaunfiasssy vio
Joyanaviilndnsvesou vieteyaienanennudemelviuesdns
iudlddameteyadidgluauduineiiuanuresssans ndslilavsenaedindu
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(Wireless Policy)
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(Virus and Malicious Software Protection Policy)
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gl 14 wleveloaiussuuinIndngwasnsITuNITYNgn
(Firewall & IPS Policy)
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(Backup and Recovery Policy)
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(Compliance Policy)
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@il 17 Wleuensasumunisufiinuleunsuaziunujon
Tumsshvausiunslaonsosuansaumne
1. dnguszena
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@il 18 ulsuienmsaiuanunsgninluiFesnsinviesiunsasnfefuasaumne
(Information Security Awareness Policy)
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